Data Group

Examples of Data Content

Identification and contact
information

Basic information stored in the system
about customers/customer company
contacts and potential customers and
representatives of potential customers
includes name, email address, phone
number, street address, postal code, and
city.

For customer company contacts or
potential customer company contacts, the
position of the contact person, the name of
the organization represented by the contact
person, and the identifier (business ID or
equivalent identifier) are also stored.

When establishing a customer relationship,
the system also records the personal
identification number, registration number,
and user IDs used in Secto's systems.

For users of vehicles managed by Secto, the
following information is collected: name,
home address, city, postal code, phone
number, email address, personal
identification number, role (vehicle
user/decision-maker), information about
the company, and the vehicle in question,
as well as the registration number.

Information related to products and
services and their orders and
customer communication

Information related to the customer
relationship, such as contract types,
customer types, start and end dates of the
customer relationship, and usage
information related to the use of the
vehicle, such as fuel refills (time, place,
type, and amount of fuel) and maintenance
events, such as vehicle maintenance and
washing locations.

During the customer relationship,
information generated during customer
relationship management, such as
information about service orders, service
content, customer history, and customer
satisfaction information, is collected.




Driver Assistant service

For the Driver Assistant service, the
following information is collected: the
name, phone number, and email address of
the data subject, the vehicle registration
number, the start and end dates of the
contract, the duration of the contract in
months, the additional services available
under the contract, the contract period, the
kilometers included in the contract, the
kilometers at the start of the contract, the
manual driving log allowing the user to
record driving events (addition time,
kilometers driven, start and end points,
type of driving (work/leisure), start and end
points, data adder, and tire storage
location). Real-time location data is
collected if the data subject has given
consent.

Vehicle information: make, model, CO2
emissions, fuel type, registration certificate,
contract status

Mobile refueling: refueler's phone number
(registered with the application),
registration number, refueled product,
refueling company (e.g., Neste), refueling
location, refueling station name, refueled
liters.

Juhlapesu additional service: registration
number, user's phone number, washing
time, selected wash, and wash location
name.

Fleet Manager service

Secto, acting as the data controller,
processes: user IDs and passwords for the
service, company information, basic
vehicle information, car dealership
information (seller's name, phone number,
email, car dealership address), vehicle user
information (name, phone number, email,
home address)

Contract-related information: vehicles
awaiting delivery: order information:
estimated or confirmed delivery date,
contract type (e.g., Secto Open
Maintenance Leasing), the start and end
date of the agreement, the duration of the
agreement in months, the remaining
contract months, residual value, leasing
fee, monthly maintenance budget, monthly
administration fee, and the total monthly
instalment.

Secto processes the following data on
behalf of the customer company:
registration number, chassis number,
vehicle make and model, first registration




date, vehicle class (passenger car, van,
truck, trailer, etc.), fuel type, CO2
emissions, user company, user company's
cost center, driver.

Additional maintenance services (whether
there is a right to a replacement car,
replacement car class), kilometers
included in the contract, latest mileage
reading (e.g., information from the latest
maintenance invoice, or the customer
reports it themselves), financing company,
insurance company, insurance deductible,
free text field for additional information.
The user sees the information of their own
company or group depending on their
rights.

Marketing (including direct
marketing) and event-related
information, as well as consents
and prohibitions given by the data
subject

Contact information for marketing
purposes, as well as information collected
in connection with events and occasions.
Consents and prohibitions related to direct
marketing, as well as information collected
through profiling, such as name, phone
number, position in the company, and
company name.

Information related to the use of
websites and other electronic
services

IP address, identification information of
electronic communications, search and
browsing information, browser and
operating system information, and
registration information.

Billing information

Information about the billing operator,
payment terms, electronic billing address,
services included in the contract, contact
information for paper billing. The billing
method used (paper, e-invoice, or email
invoice).

KYC process information

Identification information, such as
personal identification number, official
document collected to verify the
customer's identity, corresponding
information about the actual beneficiaries
of the company, corresponding
information about politically exposed
persons (PEPs) associated with the
company.




